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Molex CES 
E-mail Notification Settings

Fig. 13 

The section shown in Figure 13 includes settings related to e-mail notification: 

• Mail Notification Enable – activates the e-mail notification feature,
• Local SMTP Client – activates the built-in SMTP client of the CIIM device to 

send e-mail notifications to non-encrypted servers,
• GSM Gateway – activates the SMTP client in the GSM gateway for sending

e-mail notifications, also supports servers requiring encryption (SSL),

NOTE:  An external GSM module (local or remote) is required for 
operation ! 
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• Server – the address of the SMTP mail server from which you want to send 
messages. This field can be filled in with the IP address or name of the 
server but in that case, to ensure its proper work, it is required to configure 
the DNS server address in the Basic settings section, correctly.

• Local Port/GSM Port – the SMTP mail server ports of the account from 
which the messages will be sent. The value from the left field is used by the 
customer built into the CIIM device, while the right-hand value by the 
GSM module. Standard is 25 / 587 for unencrypted connections, and 465 
for encrypted connections.

• Enable SMTPS – activates encrypted connection – only with GSM (if 
required by client server, details in configuration descriptions of given e-
mail account type),

• Username/Password – username and password for the e-mail account. The 
maximal length of each field is 25 characters.

• Destination address 1÷3 – destination addresses to which notifications 
have to be sent,

• Enable detailed message topic – expands the topic section (email 
notifications)  by additional details,

• Include custom message prefix – enables  adding to the message or 
optionally (depending on the selected configuration) to the message topic, 
an additional, user defined string entered by the user in the field nearby. 
The maximal legth of the entered custom prefix is 50 characters.

• Configure Gateway – a button for entering the work parameters for the 
external GSM module, which should be used after saving the settings with 
the SAVE button,

• Send Test Message – a button to test the settings by sending a test e-mail.



Molex CES CIIM 

www.molexces.com p. 33

Settings required to send e-mail notifications via CIIM 

To use the functionality of sending e-mail notifications via the CIIM main 
module, following configuration have to be set: 

• Mark the Mail Notification Enable,
• Mark the Local SMTP Client,
• Fill in the Server field the address of SMTP mail server from which you

want to send messages,
• In the Local Port field, Enter the SMTP mail server port of the account

from which the messages will be sent,
• In the Username/Password fields, enter the required user credentials

from which the e-mail notifications have to be sent
• Enter destination addresses to which notifications have to be sent in

Destination address 1÷3 section,
• Save the changes and then validate by clicking the Configure Gateway

button,
• Check if notifications are sent properly by clicking the Send Test Message

button.

If the device is working properly, the following message will be sent to the 
specified e-mail addresses: [EMI_device_name]: Test Mail Message. 

Remember to save the final settings with the Save button and then validate 
with the Configure Gateway button. 
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CIIM  Molex CES 
Examples of e-mail notifications 
Depending on the chosen configuration, the sent messages (e-mail 
notifications) can include the following topic : 

o Function Detailed message topic disabled – the message is sent
with a short syntax topic :

CIIM (the entered Device Label) Notification 

o Function Detailed message topic enabled – the message topic
includes additional information :

The content of custom message prefix – latitude longitude – the entered 

Device Label - Environment sensor : name of the input / sensor that 

triggered the alarm 

Depending on the chosen configuration, the message (e-mail notification) can 
contain the following content : 

The content of custom message prefix – latitude longitude. – the entered 

Device Label - Environment sensor : name of the input/sensor that 

triggered the alarm  - State : depending on the alarm source :  

Open/Closed/Error or environmental data Temperature / Temperature 

and Humidity 

The fields marked with grey colour contain data that is assigned automatically 
when an alarm is triggered, depending on the data that has been entered by 
the user during configuration. 

In case of ending an alarm, the notification syntax contains the following 
information: 
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o Function Detailed message topic disabled – the message is sent
with a short syntax topic :

CIIM (the entered Device Label) Notification 

o Function Detailed message topic enabled – the message topic
includes additional information :

The content of custom message prefix – latitude longitude – the entered 

Device Label - Environment sensor : name of the input / sensor that 

triggered the alarm 

Depending on the chosen configuration, the message (e-mail notification) can 
contain the following content : 

The content of custom message prefix – latitude longitude. – the entered 

Device Label - Environment sensor : name of the input/sensor that 

triggered the alarm  - State : Normal Alarm Inactive 
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6.3 Access Control Tab 
The CIIM system provides the ability to create individual accounts for 

each user: both using remote (web-server) and local access (RFID cards, PIN 
codes for apra Rack Display panels). 

The Access Control tab, shown in Figure 14, presents a table with the 
current configuration of user accounts containing information such as: name, 
login and password for the web server, RFID card ID, PIN code and permission 
flags for the given device outputs. Settings are edited from the additional 
section available after selecting one of the buttons on the bottom. 

Fig. 14 
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6.3.1 Add User 
Adding a new user entry is reduced to filling the 
following fields, shown in Figure 15: 

• Name – user's own name, it is used when
logging events in the system log and sent with
SNMP Trap notifications. The maximum length of
the name is 10 characters.

• User Login/Password – (optional) login and
password used to authenticate the user at the
login stage to the web server. If the user is not
using the web server, leave these fields blank.
The maximum length of each field is 10
characters.
The username and login/password pair must be 

unique within the system ! 

• User type – permission level, there are two
levels available:

o User – a standard user who only has access to the status page and
the system log. It is not possible to view and edit system settings,
remote users and local users.

o Admin – a system administrator who has the ability to view and edit
all system parameters, however you must first activate the
configuration mode (hardware-controlled) – explained in the
Hardware section.

Rys. 15 



CIIM Molex CES 

p. 38 www.molexces.com 

• Card Number – (optional) unique identification number for the access card 
assigned to the user. The device allows to control chosen outputs with the 
use of an additional reader (RFID UNIQUE/MIFARE/HID/HITAG tags e.g. 
proximity cards, key rings).

• PIN – (optional) custom code used for authentication of the user with an 
additional CIIM dedicated element – Rack Display.

• [name of output no. 1 ÷ 4] – the fields used to assign activation permissions 
for a given user's individual output, the header of the given output assigned 
by the administrator is displayed in the header. The setting affects both 
remote and local switching.

• Last used card – the field allows displaying the last used ID (card) for easier 
assignment to the system.

NOTE : This field does not refresh automatically after reading an RFID 
card. Use the Read  button to refresh the displayed card number ! 

• Read button – use this button to load information from CIIM about the last 
RFID card used.

• Use button – use this button to automatically copy the read number into 
the Card number field above.

In the case of using cards that were not assigned to the system, their correct 
reading is signalled by a single short beep. 

When the card is successfully assigned to the system, the authorisation for the 
card is reduced to approx. 1 to 2 seconds until a short double beep is heard. 

Every time a card/PIN is used on the screen and logged into the system log, a 
SNMP Trap notification is sent to each managed output (see SNMP Settings). 

• Apply – save the changes to device. In some situations it may take few
seconds for the information to be send and update on users summary table.

• Cancel – close the form without saving any entered informations.
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6.3.2 Edit User 
If there is a need to edit an existing user 
entry, use the form shown in Figure 16: 

• User entry – a list containing the user
names currently assigned to the system,
select the name to be edited.
• User Login/Password – a new login and
password. If the field remains blank, the
system will retain the previous data.
• Card Number – a new RFID card
number. If the field remains blank, the
system will retain the previous data.
• PIN – a new code for authentication
using dedicated Rack Display. If the field
remains blank, the system will retain the
previous data.

Other fields and buttons have the same 
function and behaviour as described in 
section Add User above. 

Fig. 16 
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6.3.3 Delete User 
If there is a need to delete a user entry, select 
the desired name from the User Name field, 
and execute the Delete command.  

NOTE : If the account of the currently logged-in user is deleted, it will be 
automatically logged out ! 

7. Log

Fig. 18 

Fig. 17 
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Molex CES 
The card shown in Figure 18 shows the log of system events. 

Each entry contains the following data - columns of the table: 

• Date – system date and time when an entry has been created,
• Severity – notification type. Following types are available :

o alarm – indicates alarm has been activated or disactivated, ,
o settings change – change system settings with information on 

exactly what settings were changed and which user did the 
change (login),

o notification – system alerts, such as a status change for 
outputs,

o notification sent – information about sending an e-mail 
notification request via SMTP client within the CIIM controller 
framework.

• Description - contains more detailed information about a given event. 
Depending on the severity type, following options are available:

o alarm – contains the user's label for the signal which triggered 
the alarm (Input or sensor label), as well as an information 
whether it was the start or end of the alarm state for this 
sensor,

o settings change – information on exactly what settings were 
changed and which user did the change (login),

o notification – includes user defined label of an output which 
state has been changed and information whether it was 
switching it into active (ON) or inactive mode (OFF),

o notification sent – information about the e-mail notification 
sending status  for each of the recipients (notification settings 
-> mail settings -> destination address 1/2/3); by successful 
status confirmed by the e-mail server, the status will be 
shown as success and by sending error or wrong destination 
address the status will be shown as failed.
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• User type – this field contains information about type of the user 
responsible for an action:

o remote – remote user (web-server),
o local –  local user: RFID tag or PIN,
o auto – for actions taken automatically by the CIIM controller.

• User name - contains the name of the user who performed the action, 
assigned at the stage of creating the given account (only for settings 
change and notification events).

The entries in the log are stored in the non-volatile memory of the device. 

NOTE : Restoring the default settings deletes all entries in the log ! 

Restoring the default settings deletes all entries in the log. 

The events are saved non-stop with a capacity of 2000 entries, which means 
that after the limit is reached the oldest entry is replaced by the newest one.  

The entries are listed from the newest one. 
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Molex CES 
8. Technical data

Physical parameters 

Dimensions 196x71x31 mm 
Temperature range 0°C to 40°C 
Humidity range 10% to 90%, non-condensing 
Protection rating IP20 
Certifications CE 

Power 

Socket Power 12 V 
Voltage 12 V DC 
Current Min. 150 mA 
Pin DC Jack 2.5x5.5 mm 

Network parameters 

Interface RJ45 (100BASE-Tx) – 10/100 Mbps 
Supported protocols ARP, DNS, HTTP, SNMP, SNTP, SMTP 
SNMP SNMP Get, SNMP Trap 

Inputs 

Type Binary (NO/NC) with additional 
parameterisation (tampering detection) 

Socket Inputs 1 ÷ 4 
Pin TBW-3.5-3 pin 
Amount 4 
Power Additional 12 V DC supply for the sensors, 

galvanically connected to the positive voltage 
of the device 

Voltage limit on the „ + ” contact: 5 V 
Do not connect any external voltage source to 
the 12 V contact ! 
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Outputs 

Type Voltage (12 V DC constant on the „ + ” contact, 
attached ground) 

Socket Outputs 1 ÷ 4 
Pin TBW-3.5-2 pin 
Amount 4 
EPower Galvanically connected to the positive voltage 

of the device 
Load limit For a single socket: 500 mA 

Sum for sockets 1 ÷ 4: 700 mA 
Do not connect any external voltage source to 
the 12 V contact ! 

Sensors 

Type Microprocessor temperature sensors, 
temperature/humidity sensors, RFID readers, 
electronic handles apra CIIM-Lock 

Socket Sensors: Temp/RFID, Comb 
Pin RJ12 
Amount 2 
Power 5 V DC 
Comments Connect only the temperature/humidity 

sensors to the Comb socket (standard and 
high accuracy). 
Connect the temperature, combo (high 
accuracy only), pressure sensor or external 
RFID readers/electronic handles from 
the CIIM-Lock family to the Temp/RFID 
socket. 

Indicators 

LEDs Blue and red illuminating the logo on top of the 
device and the front panel 

Buzzer Built-in sound signal 
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Molex CES 
9. Warranty
Warranty/post-warranty service and repairs 

Installer/Service 
Provider 

Action performed Date 

…………………………………………………… …………………………………………………… 
Sale date Signature and seal of the seller 

NOTE : 
Instruction manual is also a service book. Please keep it in a safe place. 




